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ISSPM TRAINING COURSE OVERVIEW

The ISSPM Training Course Objectives Are To:

Teach Information Systems Security Managers and Officers (ISSM’s / 1ISSO’s) how to Successfully Development,
Implement and Manage an Information Security / Information Systems Security Program for the U.S. Federal
Government, The Department of Defense and Intelligence Community Agencies.

Teach other individuals that are also involved in some aspects of ISSPM and will benefit from the ISSPM Training
Course; Designated Approving Authorities (DAA’s), Senior Agency Information Security Officer’s (SAISQO’s)
Chief Information Officer’s (CIO’s), Information Assurance Managers and Officers (IAM’s / 1AO’s) and Network
and Systems Administrator’s/Engineer’s.

The ISSPM Training Course Will:

Educate individuals that have security responsibilities or management authority within the many facets of
Information Security and Information Systems Security.

Teach individuals the required Federal Government Laws and Regulations for ISSPM, and the Information Security
[ IT Security Essential Body of Knowledge (EBK). The TopSecretprotection.Com EBK was derived from the
Department Of Homeland Security (DHS) EBK, Department of Defense (DOD) 8570.1 EBK, and the Committee
on National Security Systems (CNSSI) 4014 EBK. Additionally the ISSPM Training Course has been closely
modeled to match the Information Security / Information Systems Security Program Requirements of The U.S.
Federal Government, The Department of Defense and Intelligence Community Agencies.

Satisfy the requirements for Annual Security Education and Awareness Training.

Enable you to be more successful in your responsibilities within ISSPM, thereby enabling your organization or
agency to be compliant with Federal Government Laws and Regulations and Department of Defense and
Intelligence Community Directives and Regulations were applicable.

TOPICS COVERED IN THE ISSPM TRAINING COURSE

INFORMATION SYSTEMS SECURITY PROGRAM MANAGEMENT TRAINING COURSE MODULES
e Introduction To Information Systems e Access Control Lifecycle
Security Program Management e General User Security Requirements
o FISMA o Privileged Users Security Requirements
e NIST Special Publications e Risk Management
e Security Categorization Of Federal e Certification And Accreditation
Information / Information Systems e Security Vulnerability Of Information
e Baseline Security Controls For Systems And Networks
Federal Information / Information e Configuration Management
Systems e Plan Of Action And Milestones
e Secure Configuration Of Information (POA&MS)
Systems / Software Applications e Information Systems Auditing / Logging
e Inter-Connecting Information Systems Monitoring And Reporting
e Privacy / PIl And Privacy Impact e Incident Response And Reporting
Assessments e Microsoft Office / Adobe PDF Document
e Mobile Device Security Security Issues
e Security Policies And Procedures e Threats And VVulnerabilities
e Information Security Awareness, e Electronic Computer Storage Media
Training And Education Sanitization-Destruction




CLASSROM BASED TRAINING / ON-LINE COMPUTER BASED TRAINING

The ISSPM Training Course can be taught as a Classroom Based Training Course or as an On-Line Computer Based
Training Course. One of the biggest advantages and most important benefits of taking the ISSPM Training Course On-Line
through the TopSecretProtection.Com website is the savings to your organization. You will save your organization a
substantial amount of money for travel. (Air Fare, Hotel, Rental VVehicle, Meals). Many of our students have enrolled in our
ISSPM On-Line Training Course. You will receive solid, comprehensive, convenient, and affordable training without the
travel, costs, and time constraints of traditional training and educational programs and courses.

Through a web browser you will have access to the ISSPM Training Course Modules as outlined above. Additionally the
website contains a substantial amount of excellent training and reference material from the:

e National Institute of Standards and
Technology/NIST

e Department of Homeland Security/DHS

e Committee on National Security
Systems/CNSS

e Director of National Intelligence/DNI

e National Security Agency/NSA

e Department of Defense/DOD

Defense Security Services/DSS

Defense Information Systems Agency/DISA
Office of Management and Budget/OMB
Presidential Executive Orders

Carnegie Mellon University

The ISSPM Training Course is well structured and comprehensive and is much more then just training. It is also an ISSPM
Reference Tool. Each student will receive an ISSPM Training Course Handbook. This handbook covers all the ISSPM
Training Course Modules. Also included in the handbook is a Security Controls Reference Section that is very useful for
assessing the Management, Operation and Technical Security Controls of an Information Systems Security Program and
Information Systems. The student will also have access to the TopSecretProtction.Com ISSPM Website Security Reference
Section. The Security Reference Section of the website contains a wealth of information related to Information Security and
Information Systems Security. This combination will provide our students with the required foundation and structure to
ensure their Information Security / Information Systems Security Programs, are successful and fully compliant with Federal
Government Regulations.

ISSPM CERTIFICATION

At the end of each ISSPM Training Course Module, discussions are held to discuss the topics that were covered. Every
student in closely monitored for absorption and understanding of the topics, and to measure the student’s progress in the
ISSPM Training Course. An ISSPM Certification is given to those students who successfully meet the objectives of the
ISSPM Training Course.

JOB PLACEMENT
We Provide Our Students With:
*  Free Job Placement Services
- Assistance With Resume Preparation
* Resume Posting On Our Website And Blog. We Notify Recruiters Of New Postings.
e Contact Information For Employers And Recruiters

PROFESSIONAL MENTORING PROGRAM

At TopSecretProtection.Com we don’t just collect for the cost of the ISSPM Training Course, train you, and turn you loose.
We are there to mentor you for your entire ISSPM career. Our goal with each and every student is to establish a long term
professional relationship and mentor these individuals through their professional careers in the field of ISSPM. Through
mentoring, we can ensure that our students are continuing to develop the knowledge and skills required to succeed in the
field of ISSPM. Our Mentoring Program is a voluntary program where our students can work together with the ISSPM
Training Course Instructor/Mentor, to meet their developmental needs. Mentoring Partnerships are established on a one-to-
one basis. The partnership is a constantly evolving, growing process with both members providing insights and feedback.

ISSPM COURSE PREREQUISITES

The ISSPM Training Course is designed for individuals who have a good understanding and experience working with
computers. This will better enable the individual to grasp the content of the information presented to them during the ISSPM
Training Course. A background in computers is not required to enroll in the ISSPM Training Course. No specific formal
college or other degree program is required for the ISSPM Training Course.




However, experience in Information Security or Information Systems Security, combined with a technical background in
computers is beneficial. This technical background must be balanced with effective communications and interpersonal
skills, because the ISSM/ISSO must associate with individuals at all levels of the organization, from Technical Personnel,
Systems Engineers, to Senior Level Management and Directors.

ISSPM COURSE COST
Please call for a quotation for the Classroom Based Training Course or The On-Line Web Based Training Course. We think
you will be surprised at how much we have to offer at very affordable prices.

ISSPM CLASSROOM BASED TRAINING CLASSES / TRAINING LOCATIONS
Currently the ISSPM Training Course is offered at our office in Columbia, Maryland. Please contact us for availability of
classes, dates and times. Evening Classed are also offered.

ABOUT TOPSECRETPROTECTION.COM
There is a difference between the TopSecretProtection.Com ISSPM Training Course and the competition. The difference is
there is no competition that we are aware of.

e TopSecretProtection.Com is a leading provider of ISSPM Training for the Federal Government, Department of
Defense and Intelligence Community Agencies.

e To successfully Development, Implement and Manage an Information Systems Security Program, you must
understand the Core U.S. Federal Government Regulations. Our ISSPM Training Course will teach you these
regulations. No other Certification Program will teach you the Core U.S. Federal Government Regulations.

o TopSecretProtection.Com was the first company to develop an On-line Web Based ISSPM Training Course. Our
ISSPM Training Course stands to be the Enterprise Information Systems Security Program Training Course
Reference Model for all Federal Government, Department Of Defense and Intelligence Communities Agencies to
follow.

e The On-line Web Based Training Course and the Information Systems Security Reference Sections of the website
are constantly updated with the latest Federal Government Regulations/Guidance, Training Course Material and
Information Systems Security Reference Material. Past Students are notified of updates to the website via e-mails.

e Students that have completed our ISSPM Training Course constantly provide us with positive feedback on the
Depth and Comprehensive Training that is provided in our ISSPM Training Course.

e In addition to the ISSPM Training Course Website, students have access to the TopSecretProtection.Com Web
Blog. Here students can ask questions, share ideas, gain in-depth expert knowledge and post their resumes. The
TopSecretProtection.Com Website and Blog are frequently visited by Job Recruiters seeking Trained and Qualified
Information Systems Security Professionals.

ABOUT THE ISSPM TRAINING COURSE INSTRUCTOR

e The ISSPM Training Course Instructor is a Certified Information Systems Security Professional/CISSP.

e Heiscurrently cleared at the TS/SCI Level (FullScope).

e He has over 15 Years of Hands-On Experience in the Development, Implementation and Management of Enterprise
Information Technology (IT) Departments and Information Systems Security Programs / Departments. He
established his security credentials working for the Department of Defense, Intelligence Community Agencies,
National Level Intelligence Centers, Federal Agencies and State Governments.

e He has held positions as a Designated Approving Authority Representative/DAA Rep., Computer Forensics
Examiner, Senior Agency Information Security Officer/SAISO and Information Systems Security Manager / ISSM.
He has protected Classified Information and Classified Information Systems up to the Top Secret / SCI Level.

o As the SAISO (April 2004 to April 2007) he was instrumental in establishing an Information Systems Security
Program/Department from the ground up, for a high profile National Level Intelligence Information Sharing and
Analysis Center, under the Defense Intelligence Agency/DIA. He is recognized in the DOD and Intelligence
Community as a seasoned Senior Information Systems Security Manager. He has received several Meritorious
Service Awards

BE PART OF AN ELITE TEAM PROTECTING THE US GOVERNMENT

Do you want to part of an elite group of individuals that are responsible for protecting Classified and Sensitive Information
Systems and Networks that play an important role in National Security of the US Government? Fighting the War on
Terrorism and Cyber Crimes is of the utmost importance to the US Government. Adequate security of these Classified and
Sensitive Information Systems and Networks is a mandatory requirement, not an option. As an Information Systems
Security Program Manager/Officer (ISSM / ISSO) you will be responsible for ensuring that US Government computer
systems and networks remain impenetrable from un-authorized access.




Pick up the phone and give us a call. We will be more then happy to discuss with you a career choice that can open up
endless possibilities for career growth, advancement and salary potential. The demand for ISSM's and ISSO's is extremely
high. Salaries for these positions with a Security Clearance can be as high a $130K. (May Also Depend On Experience,
Security Clearance Level, Geographic Region, Certifications)

REFERNCES
References are available upon request.

Sincerely,

Jim Henderson

Certified Information Systems Security Professional/CISSP
Phone:

561-809-6800

E-Mail:
cybercop@topsecretprotection.com
Blog:
www.topsecretprotection.wordpress.com
Websites:

www.topsecretprotection.com
www.computerforensics911l.com




