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INFORMATION SYSTEMS SECURITY PROGRAM MANAGEMENT / ISSPM 
TRAINING COURSE 

 
COURSE EVALUATION 

 
Please provide a rating of the effectiveness of the ISSPM Training Course and comment on the content of 
each ISSPM Training Course Module nd any accompanying Exercises/Handouts. 
 
Date: __5 Jan 2011____ 
 
ISSPM Classroom Training:             Location: _Indianapolis, IN__  Instructor: __On-Line____ 
 
ISSPM Training Course Website:  __1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
MODULE 1 
INTRODUCTION TO INFORMATION SECURITY MANAGEMENT 
INTRODUCTION TO INFORMATION SYSTEMS SECURITY MANAGEMENT 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE  2A 
FISMA / FEDERAL INFORMATION SECURITY MANAGEMENT ACT 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE  2B 
NATIONAL SECURITY SYSTEMS  
DEPARTMENT OF DEFENSE /INTELLIGENCE COMMUNITY AGENCIES 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
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MODULE 3    
NIST SPECIAL PUBLICATIONS 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 4 
SECURITY CATEGORIZATION  
FEDERAL INFORMATION / FEDERAL INFORMATION SYSTEMS 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 

 
MODULE 5    
BASELINE SECURITY CONTROLS  
FEDERAL INFORMATION / FEDERAL INFORMATION SYSTEMS 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 6    
SECURE CONFIGURATION OF INFORMATION SYSTEMS  
HARDWARE / OPERATING SYSTEMS / SOFTWARE APPLICATIONS 
 
 __1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 7    
INTER-CONNECTING INFORMATION SYSTEMS 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
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MODULE 8    
PRIVACY 
PERSONALLY IDENTIFIABLE INFORMATION / PII PROTECTION 
PRIVACY IMPACT ASSESSMENTS / PIA  
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 9    
MOBILE DEVICE SECURITY 
     
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 10    
SECURITY SERVICES AND PRODUCT ACQUISITION 
   
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 11    
SECURITY POLICIES AND PROCEDURES 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
     
MODULE 12    
INFORMATION SECURITY AWARENESS / EDUCATION / TRAINING 
   
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
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MODULE 13    
ACCESS CONTROL LIFECYCLE  
IDENTIFICATION / AUTHENTICATION / AUTHORIZATION / TERMINATION 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 14    
GENERAL USERS SECURITY REQUIREMENTS 
RULES OF BEHAVIOR FOR COMPUTER SYSTEMS / NETWORK ACCESS  
INFORMATION SYSTEMS SECURITY BRIEFINGS 
PRIVACY BRIEFINGS 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 

 
MODULE 15    
PRIVILEGED USERS SECURITY REQUIREMENTS 
NETWORK AND SYSTEM ADMINISTRATORS 
   
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 16    
RISK MANAGEMENT  
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 17    
CERTIFICATION AND ACCREDITATION / C&A 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
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MODULE 18    
SECURITY VULNERABILITY TESTING OF INFORMATION SYSTEMS AND NETWORKS  
SECURITY VULNERABILITY DATABASES AND ALERTS 
   
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 19    
CONFIGURATION MANAGEMENT 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
     
MODULE 20    
PLAN OF ACTION AND MILESTONES / POA&MS 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 21   
INFORMATION SYSTEMS AUDITING / LOGGING, MONITORING AND REPORTING 
   
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
MODULE 22    
INCIDENT RESPONSE AND REPORTING  
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
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MODULE 23    
DOCUMENT SECURITY 
METADATA PROBLEMS IN MICROSOFT OFFICE DOCUMENTS / PDF FILES 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
    
MODULE 24    
THREATS AND VULNERABILITIES 
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
    
MODULE 25    
ELECTRONIC COMPUTER STORAGE MEDIA 
CLEARING / SANITIZING / DESTRUCTION  
 
__1=Poor   __2=Fair   __3=Adequate   __4=Good   __5=Excellent 
 
Comments / Suggestions: 
___________________________________________________________________________________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 

 
OVERALL COURSE EVALUATION 

 
Would you recommend the ISSPM Training Course to other security professionals? 
_____________YES. This is an excellent course overall with excellent references_______________________________
___________________________________________________________________________________________________
___________________________________________________________________________________________________ 
 
 
What additions, deletions or other changes would you recommend to the ISSPM Training Course? 
______This is the only in depth Security Training Course I have completed. __________________
______It was very user friendly and convenient to complete at my pace.__________________________
______No change recommendations.______________________________________ 
 
Compared to other security courses you have attended, how would you rate this the ISSPM Training 
Course? 
_1 The Worse Course I Have Attended. 
_2 Below Average Compared To Other Security Training Courses I Have Attended. 
_3 Average Compared To Other Security Training Courses I Have Attended. 
_4 Above Average Compared To Other Security Training Courses I Have Attended. 
_5 The Best Security Training Course I Have Attended. 
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